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INTRODUCTION 

[1] Identity theft or identity usurpation1 causes significant financial losses and often 

lasting consequential harm to its ultimate victims. It has been the subject of extensive 

study by a wide range of groups, organizations, and governments both in Canada and 

abroad. 

[2] The topic has also been one of significant concern to this conference. Most 

recently, in 2006, the following resolution was passed by the Criminal Section: 

(a) The Federal/Provincial/Territorial working group on Identity 
Theft should examine what ancillary orders or declarations might 
be made in conjunction with a criminal prosecution to assist a 
victim in this process [rehabilitating their financial and other 
aspects of their identity]. (AB2006-03) 

[3] The Civil Section was also considering the issue of mandatory or “breach” 

notification. A joint working group was then formed and tasked with the responsibility 

of drafting a discussion paper regarding these issues and identifying areas for further 

research and examination. The working group is comprised of the following individuals: 

(1) Josh Hawkes Appellate Counsel, Alberta Justice 
(2) John Gregory General Counsel, Policy Division, Ontario 
(3) Jeanne Proulx Legislative Counsel, Quebec 
(4) Wilma Hovius Counsel, Public Law Policy, Justice Canada 
(5) Erin Winocur Counsel, Criminal Law Policy Branch, 

Ontario 
(6) Joanne Klineberg Counsel, Criminal Law Policy, Justice 

Canada 
(7) Joe Pendleton Director, Special Investigations Unit, 

Alberta Solicitor General 

The Scope of the Problem: 

[4] Statistical evidence from Canada, the United States, the United Kingdom and 

Australia all indicate that the problem of identity theft affects a large number of victims. 

It has a significant impact, both financial, and otherwise, on these victims and on many of 

the organizations that deal with them. However, differences in reporting procedures and 

other methodology make exact comparisons between these jurisdictions difficult. A 



 

 3 

REPORT OF THE JOINT CRIMINAL/CIVIL SECTION WORKING GROUP ON 
IDENTITY THEFT: A DISCUSSION PAPER 

summary of some of the information reflecting the scope of this problem is summarized 

below. 

Canada 

[5] Phone Busters is a national fraud call centre operated jointly by the RCMP and 

the OPP. It is described as the central agency that collects information regarding identity 

theft. Figures provided by that organization indicate that between 2002 and 2006, 54,920 

individuals have reported complaints of identity theft totalling $77,610,779.2 Due to 

underreporting, they estimate that this figure may represent only 5% of the actual total.3 

A 2003 Ipsos Reid survey appears to substantiate that concern. In that survey, 9% of 

Canadians indicated that they had fallen victim to identity theft at some point.4 Figures 

from the United States confirm that underreporting both to the police and to credit 

agencies is a significant problem. Some studies reveal that a majority of identity theft 

victims did not contact police or credit reporting agencies.5 

[6] Information conveyed by two major Canadian credit bureaus and the Canadian 

Council of Better Business Bureaus reveal a higher incidence of identity theft than 

revealed by the Phone Busters data. These groups estimate the loss caused by identity 

theft in 2002 at 2.5 billion dollars.6 The fact that identity theft may be reported to a 

number of different organizations, each with differing definitions and data standards 

further complicates the task of gathering accurate statistical information.7 

United States 

[7] A national crime victimization survey in 2004 revealed that 3.6 million 

households, representing 3% of households in the United States, reported that at least one 

member of the household had been the victim of identity theft during the previous six 

months. The estimated economic loss associated with identity theft was approximately 

3.2 billion dollars.8 Identity theft complaints represented 37%, or 255,000 complaints 

filed with the Federal Trade Commission in 2005.9 A 2006 Identity Fraud Survey Report 

indicates that while the number of victims declined from 10.1 million in 2003 to 8.9 

million in 2006, the total amount of those losses have increased to 56.6 billion from 53.2 
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billion in 2003.10 While a 2007 industry financed survey showed a decline in the total 

attributable to identity theft, this survey has been the subject of controversy and strong 

criticism.11 

United Kingdom 

[8] A 2002 Cabinet Office Study estimated the cost of identity theft at £1.3billion, per 

annum.12 An updated estimate of this figure in 2006 was £1.7 billion annually.13 

However, these figures include estimated costs to various government departments and 

law enforcement agencies.14 Similar costs may not have been included in the estimates 

of other jurisdictions described above. CIFAS, a not for profit consortium comprised of 

industry and other groups reported 66,000 cases of identity fraud in 2005, compared with 

9,000 in 1999.15 

Australia 

[9] Aggregate figures of all types of fraud illustrate that it represents one of the most 

significant areas of criminal activity in Australia. It is estimated to cost approximately 5 

billion dollars annually.16 Identity theft represents a large portion of this total with an 

estimated annual cost of between 2 and 3.5 billion dollars. In addition, several 

jurisdictions have noted that the assumption of another identity can be related to other 

criminal activity and can give rise to national security concerns. 17 

Victim Impact 

[10] Generally speaking the impact of identity theft can be divided into two broad 

types; direct financial harm, and indirect harm to credit ratings, financial reputations, and 

in some cases, the creation of erroneous criminal records in the name of the victim.18 

[11] More recently, two successive surveys by the Identity Theft Resource Center in 

the United States provide detailed information regarding the personal impact of identity 

theft. In 2003 and 2004 victims of identity theft were provided with a questionnaire 

designed to identify and describe this impact. In both studies the sample size was small, 

180 and 197 respectively. The Center recognized the limitations inherent in the samples 

for both surveys, and indicated that further research was necessary. With that caveat, the 
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surveys provide a useful illustration of the nature and duration of the impact caused by 

this crime. A broader survey was conducted for the U.S. Federal Trade Commission in 

2003. It involved interviews with a random sample of over four thousand individuals. 

Some of the results of those three surveys may be summarized as follows: 

Discovery of Identity Theft 

When asked how they first found out that their identity was stolen, the 
responses varied greatly over more than the two dozen possible answers on 
the survey. As in 2003, about 85% of the victims found out about the crime 
in an adverse manner. That means that only about 15% of all identity theft 
victims found out about the crime due to proactive measures taken by 
businesses.19 

Where the identity theft was limited to the misuse of existing accounts, 20% of 
victims were notified by banks or credit card companies. However, where 
the theft resulted in the creation of new accounts or other frauds, only 8% 
of victims were notified by banks or credit card companies. 18% of these 
victims were notified by other parties, including debt collectors and 
government agencies.20 

Time Spent by Victims in Restoring or Repairing Financial History 

The Identity Theft Resource Center reported that in 2004, half of the 
victims spent under 100 hours (median). However, half of the victims spent 
more than 100 hours. When averaging total hours in repairing the damage 
done by the thief (without outliers), the result is 330 hours (mean). The 
total reported hours ranged from 3 hours to 5,840 hours.21 

The FTC 2003 Identity Theft Survey Report noted that on average, victims 
reported spending 30 hours resolving problems related to identity theft. 
Victims who had new accounts opened as a result of the identity theft spent 
60 hours resolving these issues.22 

In both years, [2003-4] 26 to 32% responded that they had been dealing 
with their case for a period of 4 to 6 months. About 17% reported spending 
between 13 and 23 months on the case. However, a higher number of 
respondents in 2003 (23%) as compared to those in 2004 (11%) responded 
that they had been dealing with their case for a period of seven months to a 
year. A higher number of respondents reported spending more than four 
years on their cases in 2004 compared to those who responded in 2003.23 
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Consequences of Identity Theft 

Other forms of identity theft were also reported by respondents in the FTC 
survey. Twelve percent reported that thieves had committed financial 
crimes that resulted in warrants being issued in the victim’s name, 
followed by 18% who indicated that some form of drivers’ license was 
obtained with their information.24 15% of victims reported that their 
personal information was misused in non-financial ways. Four per cent of 
that group reported that their identity had been used by an individual when 
stopped by law enforcement authorities or charged with a crime, most 
commonly to present a false identification when stopped by law 
enforcement authorities.25 

64% of identity theft victims where new accounts or other frauds were 
committed identified problems in relation to a number of other areas 
including credit or banking problems, difficulties with collection agencies 
or civil suits, insurance or loan rejection. 14% reported that they were the 
subject of criminal investigation as a result of the identity theft.26 

The Identity Theft Resource Center also noted that identity theft victims 
reported a number of other negative effects including difficulty in obtaining 
credit, significant difficulties in clearing their credit histories, and 
problems obtaining insurance. Nearly two thirds of respondents expressed 
having difficulty in clearing their credit histories. Negative information 
was put back in their credit history in 27% of the cases, or in 25% not 
removed in the first place. A further difficulty arose when in accurate 
information was sold to collection agencies, or when “fraud alerts” placed 
on their credit files were ignored and new credit was improperly 
extended.27 

Benefits of Early Discovery 

The cost of an incident of identity theft is significantly reduced if it is 
discovered quickly. When the misuse was discovered within five months, 
the value obtained was less than $5, 000 in 82% of the cases. When the theft 
was discovered six months or more after onset, the total was $5, 000 or 
more in 44% of the cases. Early detection also reduces the cost and time 
spent by victims in rehabilitating their credit histories.28 
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THE ISSUES 

Victim Assistance using the Criminal Law 

The Approach in Other Jurisdictions: 

[12] The working group examined two options for assisting victims under the criminal 

law. The first of these represents a general approach to victim assistance in the context of 

identity theft. The second reflects a narrower approach designed to assist victims where 

the identity theft has resulted in erroneous criminal records or other entries in law 

enforcement or government records or databases. 

The Broad Approach 

[13] In 2003 the state of South Australia passed legislation providing for a certificate 

designed to assist victims of identity theft. For ease of reference, the provision is 

reproduced below: 

Certificate for Victims of Identity Theft 

[14] A court that finds a person guilty of an offence involving 
(a) the assumption of another person's identity; or 
(b) the use of another person's personal identification information, may, on 

application by a victim of the offence, issue a certificate under 
subsection (2). 

[15] The certificate is to give details of 

(a) the offence; and 

(b) the name of the victim; and 
(c) any other matters considered by the court to be relevant. 29 

[16] Subsequently, the state of Queensland adopted a similar provision, and this 

approach was later adopted by the Model Criminal Law Officers Committee of the 

Standing Committee of Attorneys General. 30 

[17] The committee noted some shortcomings associated with this approach, including 

the fact that the certificate itself is not a remedy.31 Rather, it simply represents a 

convenient form in which to summarize the relevant findings of the Court. They suggest 
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that such certificates should perhaps be available even in the absence of a conviction 

where there is sufficient proof that an individual’s identity has been misused, or 

notwithstanding the acquittal of a defendant, if the use of the identity of the victim is 

established on a balance of probabilities.32 

[18] Other groups have also noted shortcomings with this certification approach. For 

example, the Australian Centre for Policing Research observed that such certificates may 

only be issued after conviction, and that the resulting passage of time may significantly 

diminish the benefits of such a document. One suggested alternative was to empower 

investigating authorities to issue such a certificate at various stages of the investigation 

which could record the police view that, on a balance of probabilities, the individual was 

a genuine victim of identity theft. However, they noted the objections of two police 

agencies to this variation. Notwithstanding these shortcomings, they endorsed the victim 

certificate model as described in the statutes reproduced above.33 

[19] An approach similar to the variation suggested by the Australian Centre for 

Policing Research was proposed in Michigan consumer protection legislation. In 2003, 

the State Senate enacted a Bill providing that an individual who was the victim of identity 

theft could apply to the County Prosecuting Attorney, or to the Attorney General for a 

certificate stating that he or she was the victim of identity theft. The application would 

be in writing, and under oath. Among other things the certificate would contain a 

declaration that the individual had been determined to be a victim of identity theft. The 

certificate would also constitute an official state record. Although passed by the Senate, 

the Bill was not passed by the House, or enrolled.34 

The Narrow Approach 

[20] The State of California has adopted a narrower approach to the use of certificates 

to assist victims of identity theft. The state has defined “criminal identity theft" as 

identity theft that occurs when a suspect in a criminal investigation identifies him or 

herself using the identity of another innocent person. This may result in the creation of 

police and court records which erroneously identify the victim as a person arrested, 

released subject to conditions, or subject to an arrest warrant or conviction.35 
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[21] A victim of criminal identity theft may apply for a declaration of factual 

innocence, or the prosecution or the Court may seek an expedited declaration to that 

effect. Depending on the circumstances, the procedure can be complex and the applicant 

may bear the onus of establishing that no reasonable cause exists to believe that the 

applicant committed the offence in question. If granted, the order compels the sealing 

and destruction of the records in question.36 Further, any police reports or records that 

make reference to sealed arrest reports must indicate that the individual has been 

exonerated.37 

[22] Once a declaration of factual innocence is granted the victim may apply for 

inclusion in the Identity Theft Registry. The Registry can then be accessed by the victim, 

or by individuals and agencies authorized by the victim, or criminal justice agencies to 

verify that the individual has been a victim of identity theft.38 

[23] Several states including Colorado, Illinois, North Carolina, and Connecticut also 

use the “factual declaration of innocence” model. Similar provisions have also been 

introduced in Minnesota, Wyoming, and Arizona39. In Connecticut, provisions allow for 

a court order directing the removal of false information from public records.40 This 

approach has also been recommended by the Federation of State Public Interest Research 

Groups, and is included in the “Model State Clean Credit and Identity Theft Protection 

Act”. 

Applicability of Either Approach in the Canadian Context 

The Broad Approach 

[24] Historically, the approach to victim assistance in the Criminal Code has a narrow 

focus. Sections 738-741.2 address the circumstances in which a restitution order might 

be made either to the victim or to others, together with provisions relating to the 

enforcement of such orders, and of the relationship of these provisions to other civil 

remedies. 

[25] The constitutional division of powers between the federal criminal law power and 

that of the provinces in relation to property and civil rights operates as a both a constraint 
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on and a necessary context within which the discretion conferred by these sections must 

be exercised.41 Mindful of that constraint, the Court noted that the restitution provisions 

were not to be used to resolve complex or contested issues regarding the value of the 

property or loss, or the interpretation of written documents or agreements.42 The Court 

also noted that the application for compensation be directly associated with the sentence 

imposed “as the public reprobation of the offence.”43 

[26] The reality of this constitutional constraint must be carefully considered in 

relation to adopting any form of the broad approach either in use or recommended for 

adoption in Australia. At a minimum, such a constraint may limit the impact of any 

certificate to a declarative one only. As noted above, limiting the certificate in this way 

has been criticized in Australia. A remedy of such limited use may not be worth 

implementing in the first place. 

[27] In addition, the limits inherent in any order tied to the criminal process must be 

carefully considered. As noted above, an approach tied to a criminal prosecution would 

be delayed by the time it took to conclude those proceedings, together with any related 

appeal periods. Such delays may have a particularly significant impact both in relation to 

rehabilitating the credit history of a victim, and limiting the amount of loss. Victim 

surveys indicate that both of these objectives are undermined by the passage of time. 

[28] Any consideration of a remedy tied to the criminal process must also give careful 

consideration to the very significant underreporting of identity theft noted above. If most 

cases of identity theft are not even reported to the authorities, a remedy which is only 

available upon a criminal conviction would be of use to but a small number of victims. 

Finally, the recommendation of any remedy associated with the criminal process must be 

examined in light of existing civil practices and remedies. For example, many Canadian 

jurisdictions advocate the use of a standardized “Identity Theft Statement” in contacting 

credit reporting agencies and others in the process of recovering from identity theft.44 

Great care must be taken to ensure that any additional certificate or declaration obtained 

in the criminal process does not become the de facto standard, displacing or diminishing 

the effectiveness of existing practices and procedures. 

[29] Parenthetically, it should be noted that the working group did not examine any 

other potential uses of the power to order restitution in the Criminal Code. Issues 
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surrounding other uses of restitution in the context of identity theft are beyond the 

mandate of the group. 

The Narrow Approach 

[30] Identity theft that results in the issuance of criminal process or a criminal 

conviction in the name of an innocent party is a serious problem. Related to these issues 

is the appearance of the name of an innocent party in local or national police records or 

databases where a party under investigation has used the identity of an innocent person. 

These problems may be exacerbated by information sharing between jurisdictions or 

entities within Canada or internationally. 

[31] While the problem is undoubtedly serious, further research is needed to determine 

the extent to which identity theft results in erroneous information in law enforcement and 

other databases in Canada. In addition, the constitutional and regulatory context 

governing these resources should be carefully examined. Finally, any proposed solutions 

would have to be assessed against current practices in order to properly evaluate the 

utility of a similar approach in Canada. 

Mandatory Breach Notification 

[32] This working group was also tasked with examining the legal and policy issues 

relating to mandatory reporting of data loss. This topic is generally known as “breach 

notification”, i.e. a requirement that custodians or holders of personal information must 

give notice that personal information has been lost or the security of that information 

compromised. 

[33] One of the main objectives of a mandatory breach notification rule is to enable 

potential victims of identity theft to protect themselves against the risks incurred as a 

result of the loss of their personal information. This notification may enable individuals 

to take steps to protect themselves against identity theft. These steps may include 

monitoring their financial information more closely, actively monitoring their credit 

rating, contacting credit reporting agencies, or changing their credit card numbers, bank 
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accounts etc. The most effective measures to minimize the risk of identity theft continue 

to be the subject of debate. 

[34] Credit card issuers, banks, or other groups may also take steps to respond when 

they discover that personal information relating to clients or customers may have been 

improperly disclosed or accessed. For example, the Canadian Imperial Bank of 

Commerce recently issued new Visa cards, with new numbers, when a subsidiary of the 

bank feared that personal information had been lost. 

[35] These steps, taken either by an individual or by card issuers, banks, or others, 

result in costs being incurred both directly and indirectly. In addition, there are further 

costs incurred by the custodian or holder of the personal information in question. These 

can take the form of direct costs to mitigate damage and in long-term damage to the 

reputation of the custodian or data holder. These costs can be significant, and the 

potential long-term costs may force these parties to pay more attention to the security of 

personal information. 

[36] This portion of the report identifies some of the major policy and legal issues that 

would need to be addressed in relation to the issue of mandatory breach notification. 

[37] It should be noted at the outset that this is not a question of first impression in 

policy or law. Most American states, beginning with California in 2002, have laws 

requiring some kind of notification of some kinds of breaches of security of personal 

information. At the federal level, several bills have been introduced but without 

success.45 
[38] In Canada, only Ontario’s Personal Health Information Protection Act 46 has a 

notification provision. Some governments have policies on the topic and privacy 

commissioners have contributed to the discussion. Several public interest advocacy 

groups have promoted notification as well. 47 

[39] This part of the discussion will consider four specific issues relating to breach 

notification, as well as other civil remedies for breaches of data security that might help 

the individuals whose data are involved or others affected by the breach, and will 

conclude with a word on measures to protect personal data from breach: 

i) What is a breach? 
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ii) Who determines that a breach has occurred? 

iii) Who gets notice? 

iv) What law reform is needed? 

i) What is a breach? 

[40] Identifying the threshold at which notification is required is a critical issue. 

Breach notification may have significant ramifications for individuals and organizations. 

Identifying the proper threshold for notification requires consideration of a broad 

spectrum of circumstances in which personal information may be lost, or the security of 

that information compromised. 

[41] At one end of the spectrum are the cases where personal data has been 

deliberately targeted and copied from databases. Less clear are cases where storage 

media, such as tapes, external hard drives, or laptop computers containing personal 

information have been stolen. News headlines are replete with examples of this type of 

theft. 

[42] These latter cases raise a number of questions regarding the actual risk of 

dissemination of the personal information in question. For example, was the information 

or the computer or storage device the actual target of the theft? Given the levels of 

publicity relating to data breaches, and the value of personal information, it seems 

unlikely that many thieves would be unaware of the potential value of this information. 

[43] More difficult questions arise when the security of personal information is 

“compromised” without an outright theft. It may be difficult, or impossible, to determine 

whether personal information was accessed, or copied, in the course of an unauthorized 

access to the computer system or database. Other related events, such as the disabling of 

security or access control systems, may give rise to a concern regarding unauthorized 

access. Proper identification of the circumstances that trigger the obligation to notify 

poses both technical and legal difficulties. In addition, care must be taken to ensure that 
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these thresholds are described in a “technologically neutral” fashion, so as to avoid the 

need for continual amendment to keep pace with advances in technology. 

[44] The nature of the personal information in question may also be a relevant 

consideration in determining the appropriate threshold for mandatory notification. 

Personal financial information or a Social Insurance Number that can be used to generate 

other forms of identification may be more sensitive than a simple name, address and 

phone number. Personal health information can be very sensitive and open to abuse. 

[45] In relation to classifying the sensitivity of the personal information in question, it 

might be useful to consider the nature of the risk occasioned by the loss of the 

information. For example, in the loss of information may give rise to: 

Physical concerns – that the information might be used to find the home 

address of an individual, 

Transactional concerns – that the information might be used to obtain credit 

or conduct other transactions in the name of the individual, and, 

Informational – that the information might reveal some private or personal 

facts – such as a health condition or other personally sensitive matter. 

[46] Since the purpose of notifying people of the breach is to allow them to minimize 

the risk of misuse of the data, many of the laws on the topic, including California’s 

leading model, exempt organizations from notification if the information was not likely 

to do harm, notably because it was encrypted. Storing personal data in encrypted form 

gives a safe harbour from the obligation to notify. Most US statutes do not specify the 

kind of encryption needed. Some systems are far more secure than others. 

[47] In the absence of legislation but to promote good practice, Ontario’s Information 

and Privacy Commissioner has recently published material 48 on the standards for 

encrypting personal information on mobile devices (the most likely to be lost or stolen). 

She recommends strongly against storing any such information on such devices, but if it 

must be done, then only high-power encryption meets acceptable standards. The Fact 

Sheet is a useful primer on different methods of encryption and their vulnerabilities. One 
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could consider whether such standards should be mentioned in a statute on notification 

for breach, or at least in accompanying regulations. 

(ii) Who determines that a breach has occurred? 

[48] Who decides if a sufficient breach has occurred? Should a breach notification 

requirement be imposed on any “compromise” or potential compromise, or should the 

custodian of the data be allowed to decide if the incident has created sufficient risk to 

notify people? One does not want to cause concern and inconvenience where none is 

due. On the other hand, the bad publicity from notifying people of a breach will be a 

strong disincentive to disclose, and may distort judgment about the seriousness of the 

breach. 

[49] Most US statutes do not give discretion to the custodian of the data if the 

compromise or breach meets the statutory definition. The legislation varies widely, 

however, and different combinations of definition and duty can have different effects. 

(iii) Who gets notice? 

[50] Most statutes on the subject, including Ontario’s PHIPA, require that notice be 

given to the people whose personal information is compromised. However, some require 

that notice be given as well to privacy regulatory authorities. In the spring of 2007, the 

federal Standing Committee on Access to Information, Privacy and Ethics reported on its 

five-year review of the Personal Information Protection and Electronic Documents Act 

(PIPEDA).49 The Standing Committee recommended that notice of breach under 

PIPEDA be given only to the Privacy Commissioner of Canada, and not directly to the 

people who might be affected. The Commissioner would discuss the circumstances and 

determine the need for notification and relevant parameters. Thus the decision would not 

be left entirely in the hands of the custodians of the information, who as noted may be 

inclined to err on the side of silence. One may ask, however, if the Commissioner should 

have to get involved in deciding if people need protection from a breach of security of 

their information. Why not let the people decide directly, once the holder of the data has 

notified them of what has happened? Is the filter designed to protect people from being 
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unduly upset,50 or to protect the data custodians from the bad publicity resulting from the 

breach? 

[51] Other related issues must also be considered including the form of the notice, and 

what other information might accompany the notice. For example, whether a notice in 

the newspaper would suffice, or whether some other form of personal notification might 

be required. 

iv) What law reform is needed? 

[52] This question has two elements. First, is legislation needed on breach notification, 

or are other alternatives sufficient? Second, is there a unique role for this Conference, in 

light of the ongoing efforts of many other government and non-governmental groups and 

organizations in this area? 

a) Is legislation needed? 

[53] Arguably, notification of security breaches is the accepted response. That is 

certainly the case in the United States. Companies that are slow to disclose a breach 

suffer adverse consequences both on the stock market and in customer relations. In 

addition, as described in greater detail below, there is a significant and growing body of 

recommendations and guides issued from government agencies and Privacy 

Commissioners. 

[54] The main regulator of privacy policies at the federal level in the United States is 

the Federal Trade Commission (though there are sectoral authorities in fields with their 

own privacy legislation). The FTC recommends that businesses notify law enforcement 

agencies and affected individuals and businesses where the loss of information may result 

in harm. It also lists factors to consider in deciding whether to notify individuals. 51 

[55] California, the pioneer in breach notification, has published guidelines under the 

title “Recommended Practices on Notice of Security Breach Involving Personal 

Information.”52 
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[56] In Canada, the Standing Committee’s report on PIPEDA noted that the Privacy 

Commissioner already discusses breaches with companies and counsels them on 

disclosure. The Commissioner has issued a guide in relation to this practice.53 

[57] The Treasury Board Guidelines for Privacy Breaches apply to breaches in the 

government and the discharge of the government’s obligations under the Privacy Act. 

The Guidelines contain a long list of information that it “strongly recommends” be 

disclosed to affected individuals “to the extent [that such disclosure is] possible”. 
[58] At the provincial level, the Information and Privacy Commissioner of Ontario and 

her British Columbia counterpart have published a “Breach Notification Assessment 

Tool”.54 It states: “[o]rganizations that collect and hold personal information are 

responsible for notifying affected individuals when a privacy breach occurs.” No legal 

authority is given for this statement. The document then analyses six “risk factors” that 

should be evaluated in deciding whether or not to give notice. It also lists factors that 

should be considered in deciding how to notify individuals (directly or indirectly) and 

what information to include in the notice. It concludes with a list of others that might be 

contacted, starting with law enforcement officials and including as well the relevant 

privacy commissioner(s). Additional resources available from the British Columbia 

commissioner include “Key Steps in Responding to Privacy Breaches”, and a “Privacy 

Breach Notification Form” for use in notifying the Commissioner of a breach.55 The 

Ontario privacy Commissioner has also issued guidelines for governments that have 

suffered a data breach. 56 

[59] At present, there is a division of opinion as to whether a mandatory duty to notify 

is needed. For example, neither the federal nor British Columbia privacy commissioners 

recommended mandatory notification when testifying before the recent parliamentary 

review of the Personal Information Protection and Electronic Documents Act (PIPEDA). 

In particular, the British Columbia commissioner testified “we should wait for evidence 

that mandatory notification actually is a cost effective way to reduce risks, for example, of 

identity theft flowing from a so-called data breach”.57 

[60] Concern has also been expressed regarding the impact of breach notification on 

the liability of data holders for any loss that might result from the breach. It would be 
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counterproductive if the effect of notification was to provide a shield for the data holder, 

while passing on all of the responsibility for mitigating the losses to the ultimate victim 

of the breach. Further study of this issue is needed to determine the ultimate impact of 

breach notification schemes in this regard. 

[61] However, the Ontario Commissioner advocates such legislation,58 as do many 

public interest groups like the Public Interest Advocacy Centre (PIAC)59 and the 

Canadian Internet Policy and Public Interest Clinic (CIPPIC).60 A principal argument is 

for consistency of practice. A voluntary system, however persuasive, creates uncertainty 

of interpretation and application, and may, at least in the short run, reward less 

scrupulous or forthcoming custodians of personal information. 

(b) A Role for the Uniform Law Conference? 

[62] The second question in this part is whether there is a role for the Uniform Law 

Conference. Various aspects of the topic of identity theft are presently the subject of 

study by several working groups, public-interest groups, and privacy commissioners 

within Canada and in other countries. 

[63] For example, the federal-provincial-territorial Consumer Measures Committee has 

published an extensive discussion paper, “Working Together to Prevent Identity Theft”,61 

that covers many of the issues canvassed here. To date the Committee has made no 

recommendations, and Industry Canada, the Committee’s sponsoring department in 

Ottawa, also made none to the Standing Committee’s review of PIPEDA. A 2005 study 

undertaken by the Alberta government revealed 15 different governmental committees 

and working groups examining aspects of the issue, together with a further 14 industry or 

regulatory groups with present or planned policies on the topic. Québec's legislature has 

adopted several provisions in its legal framework for information technology and 

privacy and consumer legislation to prevent usurpation of identity. These provisions also 

create obligations that can lead to civil and penal remedies». Quebec also participates in a 

Inter-jurisdictional Identity Management and Authentication Task Force in order to 

develop means, including risk management methods, to prevent usurpation of identity. 
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[64] However, we are of the view that a compelling case can be made in favour of a 

consistent approach to this issue by all levels of government. Many organizations in 

Canada have operations in more than one province or territory and hold data from 

individuals in more than one jurisdiction. They would greatly benefit from uniform rules 

about responding to a data breach, even in the absence of uniform global legislation. 

[65] In any event, the federal government may benefit from cross-Canada policy 

development on the topic. That would have the additional advantage of facilitating 

harmonized provincial, territorial and federal legislation, which could avoid difficult 

constitutional issues about the appropriate scope of statutory duties at each level of 

government. 

[66] In addition, PIPEDA does not cover several important kinds of information, such 

as intraprovincial employment information or non-commercial uses of information, or the 

actions of governments as data holders or custodians. Policy development with a uniform 

multi jurisdictional approach would have the advantage of providing a broader scope of 

consistent protection across the country. 

CONCLUSION 

[67] Identity theft represents a significant and growing problem. It causes large 

financial losses and, in many cases, lasting harm to its ultimate victims. In light of these 

facts, it is hardly surprising that this topic is the subject of several existing working 

groups including a Federal/Provincial/Territorial working group, the Consumer Measures 

Committee working group, the recently completed Parliamentary review of PIPEDA 

(Personal Information Protection and Electronic Documents Act), several Privacy 

Commissioners, and several initiatives undertaken by various provincial governments. 

International efforts, such as the work of the Model Criminal Law Officers Committee in 

Australia, are also ongoing. 

[68] The work of each of these groups will need to be monitored to ensure that there is 

no unnecessary duplication or overlap in any future work undertaken by this Conference. 

This working group was tasked with the examination of two narrow questions. As is 

evident from the length of this report, even such narrow issues give rise to complex 
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questions requiring detailed consideration. As a result, care will also need to be taken to 

ensure that the scope of future mandates is discrete enough to allow for appropriately 

detailed consideration. 

[69] Three broad conclusions emerged from the experience of this working group that 

may assist in shaping any continuing or new mandates to be undertaken by the working 

group: 

[70]  

(1) Empirical research indicates both that identity theft is significantly 

underreported to police or other agencies, and that time is of the essence in providing 

effective assistance to victims in overcoming the effects of identity theft. As a result, 

this suggests that with the exception of the “factual declaration of innocence" 

approach described above, civil remedies may provide more timely and effective 

assistance than orders made ancillary to the criminal process. 

(2) In addition to a continuing examination of the issues identified in relation 

to breach notification, other civil and penal remedies should also be examined, as 

those already developed in the various jurisdictions in their privacy legislations 

or otherwise. Jurisdictions in Canada, the United States and elsewhere have enacted a 

broad range of other civil remedies including stipulating rights to free credit reports, 

credit freezes, and specified statutory damages for data breaches. The examination of 

civil remedies and approaches should focus first on areas that would provide the most 

benefit to victims of identity theft. Such areas would include remedies enabling 

prompt discovery of potential identity theft together with steps that may either lower 

the ultimate risk of that theft or mitigate the damage to credit history or other aspects 

of personal identity adversely affected. 

(3) The Conference should consider an examination of steps that might be 

taken to enhance the security of personal information and to measures and practices 

that would reduce the risk of identity theft. Such preventive measures are a critical 

component of many legislative responses to identity theft. 
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[71] In light of these conclusions and in view of the benefits of broad participation and 

representation form several jurisdictions, the working group recommends that all 

jurisdictions participate in the following proposed ongoing work of the group: 

(1) That the working group develop a principled framework for a breach 

notification scheme that could be used in all jurisdictions, together with an 

examination of related civil remedies and processes. 

(2) That the working group conduct a detailed examination of remedies and 

processes to aid victims of identity theft where, criminal or other official records have 

erroneously been created in the name of the victim. 

(3) That the long term objective of the group is to examine identity security, 

and what steps might be taken to enhance the security of identification documents and 

practices with a view to reducing the risks of identity theft. 
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